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Introduction : Ethic & Law
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.I,nformation System Impact ; Computer-related ethical issues
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Information System : Intellectual Property

dl Q/ Qv o~ Q/
NAHNUNELNED ﬂiJVI’iW&IﬁH‘I/I'\OﬂﬂJﬂJ’]
Tusyuugssutnaldvinnranguunalidguasad wseiiiasanniinisdnaau
AluguasaantdauLuutawivIFAuunung Fnanmeilaamaiilown

1. anuduni1vn1sA (Trade Secret) ﬁaagamqﬁﬁ‘iaﬂ’o“tﬂiﬁ’nﬁ’uimﬂﬂ”ﬂﬂ
uazldsyiadulutfonndidd  loun §a5 tAT29NaNI9GTAR  LLWUFTAX
Innovation ANUAATUNTRIIRUAT ARENEFIAR TILUINYNAT T1AN
Jud dusiu

2. &udnt (Copyright) aN3ueLAavLBaITiaznszvinn1slag LﬂEI'Jﬂ‘.LI\‘l']u‘VIN
85198354 16 vindu ‘imﬂmsu,amaanmuﬂsummmuawawﬁmaq GRIRER
dia 218 Taudniduldonivusan wiataadgauq Ldua 91uIssnsTY

U1)N350 @aUnssu AuAINTIN TRANAUTER nwauas imd CD  aw
(&ev Tudu



-

' ’Information System : Intellectual Property

9/

3. &nailas (Patent) nunady nilv&agrAaunigaanlitnaduasad
ATUsY A I IaNITaaNLLLNI AN LA

e nN5ls¥Ang (Invention)
— MsUsshsHInA U
— NT5UIDNAR

o ANgaanuuuNannuei (Product Design)
— NRVIURSNIRTTARN UL AUDNNIAN U

o HARAANUYMATIOUIY LU (Utility Model)
— Petty Patent au&noing

Auasavilasdunisaantlaunuu’led &natdainiranalaule
wsin1sandndiinssavatuuiugiuanunlantuinasiiludseiaai
sladuAaNLintiu 10 1



Information System : Intellectual Property

4 . \A3RINULNNTAN (Trade Mark) LAY NN T
wiaazldiiuiadasuunaidadasFududiawsng
NAUANdeTasuNEuaILINUILATAINNNENITAN
uuumnmonuaummwmsawmﬂmsmwaouﬂﬂa
AU arldsunisduasadisaciiafinisuiiaiasuuns
AsAT ldansLiau

5. aouoﬂmaﬂumam (Geographical Indlcatlon)
wunade fa Neuanw ol wWiadvaulaiilidzan waa i
WNULURINNARAS LLavmmmuauamwaummmm
:nﬂLmaomwnamuutﬂuaummuﬂmmw fal&e
WSaAUANHAULLANITLURIATAIFAFHY 120U 6
aseueln dUUIINA suUA 59 aunen tiusu



,.‘

‘Information System : Intellectual Property

uuIvnsilavAuizasnisasiianinedunivilayan

e NMsasIAYUINEAL Loz liitAnnad1n15u U lddauna

e s59nsvudANATIATIIAUG YNNI TR LEaUAUNIY
fuoaugIrsgutnalunIsasilinninadunivilayan u nng
FOUTIAG9E)

e M56NLAUNT AVTNHEINTLVINAAGIAUNRI TN HTATULTY

o MINUMAUNEHAAwANYILIS Had3 19y way AnEna
TinguuagniivAulda19azeRg

e NMsAnaAUTTUUilavAUNITARRaNnTUAANIALIS

o saus9ARILEBNLaNHIAZLEITUGFRIHLALENI LY

e Msiilalanmalvigdulddnaanifianisweiun (Open Source)
(Hunsudndasilaumnisintlaaausuacngaiis)



Guidelines for resolving ethical dilemmas
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Agenda ; Session 2
Information & Computer Security

1. Information System Security

2. Major Types of IT Security Problem

5. Thieves of Service and Hacker

6. Computer Crime Protections



Information System Security

“The protection of information and the systems and
hardware that wuse ,store ,and transit that
information. But to protect the information and its
related systems from danger, such tools as policy,
awareness ,training and education, and technology

are necessary.”

“N1stlasnuscuyudrsduinduacsg1sa1snla
lAUKdalautinadana Tnanistavnudisduine
LAss:UUNLAUILaIIINAUNTIELTINE) FE
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(Whitman , Mattord , 2003 , p. 9-10)
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* Centralization of Information
(szuud1IsFuAn15sUFAUTNINTIN)

* Increase of networks (From many Server to
many Clients)

(fnrsvenasivanaiadialuilagiiuiindu)
» Related benefit from many of threat

(fnadseTomipnduainuiuainnisAnAINsEUL)
(Whitman , Mattord , 2003.)
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 External Environment ;
— Natural Disaster , Fraud , Theft or Robbery
* Internal Environment ;

— Hardware failure (autunanlunisquatniadtniassuy
A& e)

— Software failure (2aya32 TUsunsuluvineu)
— Penetration of database (n159nL31e5:UY)

— Terminal sites or clients (lul4 Password v12agn
SISVHER G RHI TR

— Personal (1anuuniialaay)
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, External Environment

Natural Disaster
Terrorist and war

Fraud

Hacker

Crime ,Theft or Robbery




 Computer user or Administration team
— Database Manager
— Operator
— System Administrator
— System Programmer
— Application Programmer
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. 1AinaNANGYlUAILAAS
— n5UsEAVAS e TNaAINEALIINSEUY (Theft)
— dav1inanaay (Sabotage)
. lAnaINAN LAY lAvaILAAA
— Accident 1 11unld I da995 T sl
— Natural Disaster AgW1UANI9555NTIR
— Terrorist or War (ingdvasiuvidan1snanissg

— Human Error n1siwalsa viavau audayalane la
5479 Lﬂ‘]J‘lImJavl’J‘luV]Vlllﬂllﬂ’J‘i QUL day



Major types of IS Security problem

Human Carelessness

taudayaRanane
NWTUNANAIAN
JatAuLiudayalif
inanadayalaglu
Ml

Computer Crime

NNIUANTFU
ONINTNTIN (VWNE)
N ludaya
ARGRIVREE!
anuaas 154

 Natural Disaster or Accidental
and Political Effect

— F9ASIULALNTIFARIA
— wrudulng Uavion wae
— Wlud fnaau
- Hardware/Software Failures
— adnsalviteuRadn
— dayagnrinanansisldsunsu
— IWW1Aavan
— 19szuuilavnu s
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. m‘ﬁm'\n‘s‘suﬂauwamas NnUEDY ﬂ'\‘i‘l‘li %

AANNILMasHaa IT Tﬂﬂ'lu'lmuaum'mm/ m 15 Cif
Wian1snsevinfiRanguune

. m‘ﬁm'\nssuganw ﬁaﬁ :
— ANSUAUNNIRNUNS an

— A9 tl‘.IJ‘iﬂ’]‘S \ nel



o lafAnavvinananivnianIn

(Physical Destroying)

- lFimatian1suauvinans
U n1sdaaa 113d (Virus)
LN5rUY weads v ldsunsy
LWWaN151INaE LT “UUaU
dulnasiuan” (Worm)

Trojan horse Technique
Logic Bombs (s¢tinnssne)
Trapdoors Routines
Hacking

Software Piracy

Computer Virus/Worm
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- Worm

nuaudulnasius luliSdaianily NsanITMMUauLnGgIs
AuFul YN UdINITaLIIg9c UM UNILADS T
lA2aaantuLnangee Il lanuinlana ligavsanis
Execute File gun1sidaiulasiutvaiaidiysins
Yavruuaudulnastuniiag ztdrgszuunuin Iatu

T Sdaiininauns1aune
« Worm AAuLAaNUA Leln

— W32.Sasser.worm
— W32.Spybot.worm
— W32.Netsky.B@mm
— W32/Mydoom@mm

— W32.Blaster.worm #13a WORM_MSBLATER.A, W32/Lov

— W32.Conficker.C #2a W32.Downandup.C
worm Anuangatial t.a. 52

http://www.thaicert.nectec.or.th
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’Tgenager arrested in '‘Blaster’ Internet attack

THE WORLD'S NEWS LEADER THE WORLD'S NEWS LEADER
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. “Lord of the worm” Unlaulaasiu

78 18 I ignnatInIIttuntgan
Netsky iiaz Sasser aulavnyg
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Worm - MSN

W32.IRCBot.AJY 38 S e

Twd  wdly msguiiums 1p3edis 3818 Plus!

W32Cee|nject (3 Dec 51) s —— e p————

| e ‘
& i ' s ' s )
Hluvuauiiuwsnszang e o & o ———
[N AR TRVIETIR B3 e ,

™ We
foto hito. / SAm oy mage pho? = Mgeeeie® o)h ot mail com

dunul MSN Messenger
iaz Windows Live
Messenger faan13ay
ave i lvanlng
ANBOULAIALY UL

i
BT F JERy AN e ST O
pRugaanuaYARE 3/12/2551 vuan 1156

http://www.thaicert.nectec.or.th/advisory/alert/ircbot.php



http://www.thaicert.nectec.or.th/advisory/alert/ircbot.php
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, matlalunisaagnu Virus / Worm

e N15A1AR el ldsunsuntAnvingdugsuds o s d
Taansyd1usn Download e

— www.thaicert.nectec.or.th ,
— http://it.science.cmu.ac.th/Antivirus/
e A15davnu Ll 15d15aAsuL LA IRaNNILADS 145D
n1sdnilavdaya
— N196a6Y Firewall

— nsfiacvldsunsudunulasd (Virus Scan)nsa Anti-
virus

— amtﬂmiﬂﬁuﬂsuma Email VIL'sﬂamumal

— agdndFuifadude (wuauaumasmmﬁaﬂm
uAadlaiiu)

— Arsdundayadiaay 1duan Hard Disc ae



http://www.thaicert.nectec.or.th/
http://it.science.cmu.ac.th/Antivirus/
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'{Q McAfee|

SECURITY

VirusScan

2 AntiVir 2008

Internet Security

S e P

FIT

Complete Test

2 chocks o bord arves a8 pout
sorrputer F A wask it bud, Av‘hd
Ve U Wik gt 1o
wwnpmtnnmml -

Hum Complote Tect

Removable Media Test

Wb umed 1n check fappy Seds, £D5.
apliead ek s, eabire & b arived ot
Wy reetia pot A\lmhullyml J
’

Anti-Virus System

Fion Famovable Meda Test

Alert details
File:

Threat:
Eicar test file
Comment:

quarantine. You may close this window.

us system warning: AMON - File system monitor

C:\Docurnents and Settings\Krisada Tapeanthong\Desktopvirus.com

Event occuried on a new file created by the application: C:AWINDDWS \system32\notepad.exe. The file was moved to

Copy to Quarantine

Submit for analysis

Clean

Rename

«

Help Close  info

@ Display warning window

Delete

2 NOD32

Antivirus System

symantec.

nt|V|rus

NOD32

antivirus



Virus-Alert by Norton anti-virus

r.'_'a'e'»’“Nor.tnn AntiVirus

Virus Alert

1 ) Morton Antivirus has detected and removed a virus From your
computer,

Object Name: C:iWINDOWS!\system? File # Infected

Yirus Name¢ ‘W32.Korgo.AE
Action Taken: The file was automatically deleted.




., Virus Scan by Norton anti-virus

== Norton AntiVirus

Scan: Summary

1 ScanProgress

Other Settings Compressed files scanned
2 Repair Wizard
s Item Virus name Status
Fix wy[1] W32 . Korgo.AE Automatically deleted
{ windupdates.exe W32, Spybot . \Wo Automatically deleted
Quarantine : Elx[1].exe W32 Kargoy Automatically deleted
Delete * x[1].exe W3z.Kdrgo.y Automatically deleted

3 Summary
- W32.Spybot.Worm

Finished Fewer Details

Norton A ntiVirus 2003




-. y System Warning : NOD32 anti-virus

NOD32 antivirus system warning: AMON - File system monitor

Threat detected

alert details

File:

C:\Docurnents and Settings\Krisada Tapeanthong'\Desktopvirus.com
Threat:

Eicar test file

Comment:

Event occurred on a new file created by the application: C:\WINDOWS\system32\notepad.exe. The file was moved to
quarantine. You may close this window.

Copy to Quarantine Display warning window

Submit for analysis

Clean Delete

Rename

y == NOD32

Help Close info Antivirus System




-

' p'\‘s‘lﬁﬁ’mu Anti — Virus 1¥idys<anann

* Daily Update

W 160y update giaya l9am2 e I
Tsunsuatinvdinduaisiifnin fAa e

\ j 5tuu i Tdsunsu Automatic update iatian
LA Boot 1d59 a1sruuaau latiag
| 1Usun5u9z update AILvH TUIR

’SYmaﬂteCw » Check Expiry date

. TUsinsudruluaiin lau1iusilu Beta
McAf ;
cpmngﬁ naaavld a1’ leurwansalluCopy License
LA i . famsRFEauIviNaatguza Ll avneany
L P’!&'s‘l@‘!ﬁ!’ 1Nz update Li'le Tdswnsyaa luilavsnu
|(/\S|>'RS|( 19d1Y usiantuldsunsuid license
aneiay adnaduuadn le Password unln
@ TREND,  Adunsaldeulsian

MICRO




(R, Avira AntiVir Personal - Free Antivirus.

File View Extras Update Help

ZI7Avira AntiVir Personal AVIRA

ﬂ Overview _,,@_}Q.Qﬂ figuration Egmmlg 3
v/ Status T ’
Events S A .
@ AntiVir Guard Activated Deactivate
Reports
@ Local protection

@ Last complete system scan 107972552 Scan system how

@ *+ Last update Start update

Last update

@ + Avira AntiVir Personal - Free Antivi Uparade to Premium

Expiry Date

'@I Admlmstratmn




What i1s Firewall

= ®gmanec ] Firewall
u ‘ D RenilP Paoess ettt
= Norton® 2003 51988 umauTwiliudniangs
# Personal Firewall AavAaN TWLTUATIiInuE AT
N15AILANNISLUNITNSTENTNLILA
Keeps hackers out a o = 3 aoc o
and personel data LISAA1EUDNUZALUALISATLEN

AR lddaanns Auiadsn
Aaluniallaisniitsnfiainig
AxiavAu Teavimau TWLTuaiu
219z TUL5110a5 AaNNILmas
aalladsn dsenaunudle
muaﬂﬂmﬁmsma Firewall
Architecture 74

http://www.thaicert.nectec.or.th/paper/firewall/fwbasics.php
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TNAUTTU TUUN LA UAIN
aanny Taan1sarvuanglinu
Ws19ad919zauny1anda Wl
I a5 duwiinle

VN 1EN15RANTUIALALALAT
AnFulasruarulasniauay
sruuiiuld Tadradu tilavann
n1sfnsanniaiuiisdsn
AeuanediadnInlnIaad

uumnmaua AanasueNg Ak
winaanuintisn laas1eil
15:3N5n N

WS20aduvTn du15atlavAp
1581 Taaacvinn1961572 LWan
Taudan1unIN 15 enaa
HTTP, FTP waz SMTP

arlsi 1Wsq0ads0 48

dunsaiinnLLaIsnAelu
Tidgunsatlavnu leiiavsannag)
Aaluniaidsnias lulanu

IS EPhLELIG

AUAFILINNNILUDNN LU TAHIU
NN IW52284 1 HUN1S
Dial-up iqurdNuialisnnialu
Tmamo‘imalﬂﬁmulw'%?aé
DUNIPINNID Tviale LAnTu
NAITRUATINITWUT N T T
IAATUNNIU 1371 ldd 501309
57283 1a8N15AAMNLNENASY
e Ltudaanne
naan 1l 1516alin15aILasnN
atvnalilavdlilguD

http://www.thaicert.nectec.or.th/paper/firewall/fwbasics.php
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Client Client Client
Virus tthuannnaluasdans wau Client aa Work Station 1w Disc , Handy Drive , CD



Configuration ; Star

Fubdic Metwark ",

kg

Hardweane Firewall
Usually parl of a
TCPAP Router

Secura Privata
Fatwork

FPublec Notwork

Private Local Area Nelwark
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Internet



Ve Thief of Services

- n1sin ldanaauldszuudisdumndlag L lasuauaune
— nsudin a3 avnanRaasTauns (Ranguune)
— NM9anaauldiuNIuLAdaaNaduLnasiua (Hacking)
- an1suTuadaya/sanniuls (Software Piracy)
. 1an1saundiaya (Copying)
* aNANNADNN (Shoulder surfing or Window)
« AaNAaUARAaNdaNanNiAaatnania Offline (Piracy)
« n1sanNnede (Wiring Trapping)
e nsuluaaIdusu ldlgvinvudiuad
— i liiinguuialatad 13 usndaluauia
NNINLsaaIANSg naaliluizasni1vadasssnuay

=Y

NUHURAIIU (RAF1Le RR3e1555U)



Hacker : Behavior

« Hacker Wunanssuudnsdulng tinssuulneg
Tilesuauauindinisalanzsuun1u Password
Tae LN UNUSTN AANHUNILAELIR

« WoRnssulasnalselaaiuay Hacker
— [ NINSIEANNALUDY BUINAaNNN 2IRaN3
— [uNanaaIwY1NgsN analug g1tu a9rinane

— uWananIuszuy (Denied of Service) ‘I
AULNAD

— [ utNaYavvinay tou daaa 115d saltaaaelng
(Trojan)



Hacker Attacking

(wa@ninasdiazssulatin 19)

» Shoulder Surfing

* User Un-logout

* Trojan Horse Technique

e Brute Force Technique
(Guess password)

N195¢39ilavAu Hacker
o @ﬂéfﬁ:ﬁuu Firewall
o MITUANIUNTAINLIN

ot Attack Tunisimn
cuonary Atac + diunalunsldias
* Mail Bombing SAMIAMNAUSHHNIU
« Social Engineer - anzaynd (Port) 69
 Timing Attack i li'le (d2u Internet
(Create malicious from port 80 ASANAIY
cookies) firewall)

« Cryptographic technique



Protect from Hacker

malicious Hacker

NGSecureWeb hardened firewall

| NGSecureWeﬁ
 Firewall Editiorj

Web Server
I
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o Property Crime

- N5 lusalnsaimnanniimas Hardware uay
accessories $113¢9 lussuud15dUNAUIaIANS
 38n151lavnu
—Physical Security

tIaunau lUaNug1un155nIANNLRIANLUDIDIANT AILLG
sruugNsSnIANUaanny szuunisianladiaslfufnas
AANNILADS

5rUUADANQYLALATAVANNILNAS N5 ldadnsalilavaunisalue
—Security Policy

‘N15UALEIUNAINTGFAUA N1sUHfURAMNNNSeIdgULaTNALDNIANS
MAAAAULNAY INBLLAZN1518159181M ld1aldavarudaanne
UDNDIANT
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- Financial Crime

o ANMURAALALINULIULNTIENIF UL NARNANAA

. ANAALALITUEWWIIEN1sUaanLl v laududaya
Uan
— ﬂ’]‘iLLﬁvl‘lILﬂ‘ll‘ﬁl U/ SUIA1S
— nsun leNRuldniiulieys (Overdraw ;0OD)

. nslfalnsninaufninasiaanuuinssiALITUEY
— nssinilviauitiodnieaiaInsdwi (Eavesdropping)
— N5FNAIIANW RN AL 9T R TR :
— NMSARRANTDYAVULAULNLUANTASLASANNED
Umns ATM
— n1svluadaya’lussun l5d1e :




-, mMsilasnuanagyinssunaniinas

15713 vadNTaUAULAzSInSEIN (Hire carefully)
suiimse a1 lainalauaswiinen IT uaz/mdawiinenuiue
(Beware of malcontents)

wivuanminfinusuRasauwas IT AutunduadEaian
(Separate employee functions)
InFssdNsn15td g scuuvavsasuAAa TUaNANTTALIU
(Restrict system use)

AMnum Password wazdalilusciiaudfiis nilasaciinazi
Unav InusuLlsy (Protect resources with password)

n1stgnsvddayaacllsunsu (Encrypt data and program)
n15tdgN1sARau lunuasdaya(Monitor system transactions)
A9M9daussuLadvdNLdua (Conduct frequent audits)
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AAN1TAUSULALTIAIUFUALAND UYL THSUNTIURINIRNTNT
TunisanaIulaaanalussuuaISEUNANINNIDNIANS

Anaaflusudovlfridosrvduaauasdliiuivdunsroduin
A1NN15ONANAN

L UIIALAZLA1AZILD1IVN LU U815 SAIANNYaanA L Se Uy
AILANNNSIZNaaNVILARINTDENSANNTIFR
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End of Chapter
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Reference and Guide Book™
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*Whitman , Mattord. Principle of Information Security . Boston :Thomson , 2003
- - - (ISBN : 0-619-06318-1)
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