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Ethics and Law in using computer

1. Introduction to Ethics & Laws

2. Information System Impact

3. Computer - related Ethical Issues

5. Intellectual Property

6. guidelines for resolving ethical dilemmas
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Information System : Intellectual Property
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Information & Computer Security

1. Information System Security

2. Major Types of IT Security Problem

5. Thieves of Service and Hacker

6. Computer Crime Protections



The protection of information and the systems and
hardware that use ,store ,and transit that
iInformation. But to protect the information and its
related systems from danger, such tools as policy,
awareness ,training and education, and technology

al € necessarlry.
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Centralization of Information
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Increase of networks (From many Server to
many Clients)
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External Environment ;
Natural Disaster , Fraud , Theft or Robbery

Internal Environment ;
Hardware failure (s =g —<o L-™] = o o

Enn W] +#

Software failure (Q r= <= FEo §. =5
Penetration of database (™M = A 1 ™q )% - = -
Terminal sites or clients (L= Phsgword —= || ¢
QLb=#=—}]) <q4#M4%
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, External Environment
A Natural Disaster

A Terrorist and war

A Fraud

A Hacker

A Crime ,Theft or Robbery




Computer user or Administration team

Database Manager

Operator
System Administrator

System Programmer

Application Programmer
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'y Majortypes of IS Security problem

Human Carelessness Natural Disaster or Accidental
- Q =<V J_agd_P@hFlcgl Effect

|_|'I|_|2/3‘|_\/J“:'|—<‘|@ 2/3A/S__|~_|<J TM_|=1/8
Yoboq ™/ 3n =0Q }% z&»L— L+o - |

Ng{<{#Q r=p s tEe 0 ="™A <

a |‘ 25 L v Hardware/Software Failures
Computer Crime ~FEe ™M= 44 % -
ApMot-dr™M===s 9 = p<ap™ads
A "-TM1/8-| iQr'VLE%i: LA A _I TMJll_I < |—2/35 ™

A"_TM__” ™ Lo r=

.
Ar™ld4q9-4Q r=
Ap™os e losf

=1,/ . r2/3TM|_



h %‘ A

\ = ;7




Ly ™ 4 <
(Physical Destroying)

L 5, nlys_ J_%TM_l =/
'|'| 5/8 - (\Eﬂ'US)ri &

_ J .
WL -wHﬁJ
— 7 6 &\Hornﬁ
Trolan horse Technlque
Logic Bombs (= 1 1/ L )
Trapdoors Routines
Hacking
Software Piracy
Computer Virus/Worm




